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Preco IPv6?

= ROzne dovody
= Protokol IPv4 je uz 30 rokov

Stary This report generated at 03-Apr-2012 07:59 UTC.
= Niektoré jeho vlastnosti sa
éaSOm u kézall ako Exﬁl],:ugggg?cated Address Pool
nevyuzivane (mozno 03-Feb-2011

dokonca nebezpecné)
Projected RIR Address Pool Exhaustion

= |Iné vlastnosti potrebné pre | Dates: N |
Remaining Addresses in RIR Poal

Sl:léasné Siete mu zasa RIR Projected Exhaustion Date{fﬁs}

chybajd RIPENCC 11 Aug 2012 253
" Za 30 rokov sa vefazmeni | [{cuc o anoots 27601

a da sa vela dobrym AFRINIC: 29-Oct-2014 43299

veciam naucit, pripadne

odpozerat

= Najvacsim strasiakom je uz
dlhsi Cas maly adresovy
priestor IPv4 — cca 4 mid.
adries



Komplikovany IPv4 routing

Growth of the routing table

300000
But still the
routing table
grows

200000

Projected growth of

routing table before CIDR

Longer prefixes
being announced

...then filtered

100000

CIDR worked for a while
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Vlastnosti IPv6

Vaési adresovy priestor Mobilita a bezpecnost’
= Globalna dosiahnutefnost = Mobilita pokryta RFC dokumentom
= Agregacia = Povinna podpora IPSec

= Multihoming
= Autokonfiguracia
= Komunikacia bez NAT

Jednoduchsia hlavicka Migréacia

= Efektivne smerovanie = Dual stack
= Bez broadcastov = Tunelovanie
= Bez kontrolnych sum = Preklad

= Rozsirujuce hlavicky

= Flow labels (navestia tokov)



Format IPv6
paketov




Porovnanie hlaviciek IPv4 a IPv6

IPv4 Header IPv6 Header

Version fig|® : Total Length :
. Version Tratfic Flow Label
Fragment Class

Next
Header

Payload Length

Hop Limit

Source Address

Destination Address

Source Address

Polia rovnakého vyznamu
B Polia vypustené z IPv6 hlavicky
- Polia so zmenenym nazvom a polohou
I Nové polia v IPv6 hlavi¢ke

Destination Address

Legenda



Rozsirujuce hlavicky v IPv6

I I )
—
B 7 > IPv6 Basic Header
¥ < | (40 Octets)
Ly f— =y
BN Extension Headers
I I}D;t'é"“*n..,_*
(e.g. TCPorUDP) ~~~~-__

Naxt H -_r:'-i . B | Ex‘ Header Dala

Ext Header Data

-

IPv6
Packet

= [IPv6 ma pre mnozstvo
funkcii rozsirujuce
hlaviCcky

= |Pv6 efektivnejSie
implementuje volitelné
casti hlavicky
= |Pv4 Options musel

analyzovat kazdy
smerovac po ceste

= PocCet hlaviCiek nie je
fixny
= Ich poradie vSak ano

= SU spracovavane v
poradi




Poradie rozsirenych hlavicCiek

Process

Order

1

2

Extension Header

Hop-by-hop options header

Destination options header

Routing header

Fragment header

Authentication header (AH)
and ESP header

Upper-layer header:
TCP
UDP

Next-header

value Processed
(protocol #)
0 Every router
Only routers in
60 .
routing header
43 List of routers
to cross
44 Destination
ESP =50 .
AH =51 Destination
TCP=6 L
UDP = 17 Destination



-
Zalezitosti tykajuce sa MTU

= Pre IPV6 je stanovené minimalne MTU na 1280B (starSie IPv4
malo minimalne MTU 68B)

= Na rozhraniach, kde je MTU < 1280B, sa musi pouzit Specificky
mechanizmus linkového protokolu pre fragmentaciu a opatovne
poskladanie

= |Pv6 smerovace uz nerealizuju fragmentaciu paketu
= Pokial je to nevyhnutné, fragmentaciu vykonava priamo odosielatel
= Od implementacii IPv6 sa oCakava, ze su schopné realizovat

tzv. path MTU discovery, ak chcu posielat pakety vacsie nez
1280B

= Vyuziva na to ICMPv6 (sprava “ICMP packet too big”)

= Minimalistické implementacie IPv6 m6zu path MTU discovery
vynechat

= ak vSetky pakety udrzia na velkosti < 1280B
= |Pv6 podporuje pakety velké az 232 B (tzv. jumbogramy)



Adresovanie

v IPV6




Vacsi adresovy priestor

IPv4 = 32 bits

I11111111_11111111_11111111_11111111 I

IPV6 = 128 bits

|‘11111111_11111111_11111111_11111111 |11111111_11111111_11111111_11111111 1111112121.11111111.1212221121.11112221 § 11112122121.11111111.2221211111.11111111

IPv4

= 32 bitov
= ~ 4,200,000,000 adresovatelnych uzlov

IPVv6

= 128 bitov (16 bajtov): Stvornasobna dizka oproti IPv4
= ~ 3.4 * 1038 adresovatelnych uzlov
= ~ 340,282,366,920,938,463,374,607,432,768,211,456
= ~ 5 * 1028 adries na osobu



Pridelovanie IPv6 adries

= Zatial bolo IANA na RIR alokovana len mala ¢ast IPv6
globalneho priestoru (asi 12.5%)

 Rozsah 2001::/16

Current
Whaole l1ANA
allocated allocated One One One
address space for regisiry provider customoer Cne
space registries space space Space LAN
000d:: e 2001 ::16 2001:0000::/23 Imisﬂﬂﬂﬂzzﬁif 2001:00B8:0001: /48 y 2001:00E8:0001:0001:./64
-~ o r . .'__, 5
L - o )’l .;f /
= —+ One host: 2001:0088:0001:0001:290:2711:fe3a:9e9a
L W W
b LAM prefix (64 bits)  Host (64 bits)
L’
1
\
“«
.
FFFF:: -




Velky adresovy priestor s efektivhou
agregaciou

Customer
No. 1
Announces
Only the /32
2001:0410:0001:/48 \ Prefix
2001:0410::/32 /
IPv6
Customer Internet
No. 2 2001::/16

Nt

2001:0410:0002:/48
= Do globalnych smerovacich tabuliek sa ohlasuju
agregovane prefixy

= Do istej miery toto pripomina navrat ku classful smerovaniu, hoci
sa to neda takto v pravom zmysle slova nazvat

= Efektivne a Skalovatelné smerovanie




Zapis IPv6 adries
XIXIXIXIXIXIXIX
= Kde mame osem 16-bitovych hexadecimalnych poli

= nazyvané “coloned hex”

= Uvodné nuly v hexadecimalnom poli st nepovinné
= 2031:0:130F:0:0:9C0:876A:130B

= Za sebou iduce polia 0 sa daju skratit' zapisom ::, avSak len jedenkrat
v adrese

= Prvé nuly zfava sa m6zu v danom hexa poli vynechat

2031:0000:130F:0000:0000:09C0:876A:130B
2031:0:130f::9¢0:876a:130b
FF01:0:0:0:0:0:0:1 >>> FF01::1
0:0:0:0:0:0:0:1 >>>::1

0:0:0:0:0:0:0:0 >>> ::

= Reprezentéacia
= http://[2001:0::43]:80/index.html



|IPv6 adresa

= Kazda IPv6 adresa pozostava z dvoch poli (ako ipv4)
= Subnet prefix
= Reprezentujuci siet’ ku ktorej je IPv6 host pripojeny svojim rozhranim
= MéZe byt roznej dizky
= ZvyCajne je vSak dlhy 64bit (/64)
= Interface ID

= |dentifikator rozhrania
= ZvyCajne dlhy 64bit (/64)

IPV6 = 128 bits

11111121.211111111.1122122211.11111111 | 11111122.122211221.221112221.21112111 |11111111_11111111_11111111_11111111 11111111.11111111.112231231.11111111

< Subnet prefix > < Interface 1D >



Subnet Prefix

= |Pv6 pouziva CIDR zapis
= ipv6-address/prefix-length

Priklad:
fec0:0:0:1::1234/64

je preto realne

Fec0:0000:0000:0001:0000:0000:0000:1234/64
= Kde prvych 64-bitov (fec0:0000:0000:0001) je adresny prefix
= Poslednych 64-bitov (0000 :0000:0000:1234) je Interface ID.



Adresovy model v IPv6

= Adresy sa priradzuju rozhraniam

= Rozhranie v IPv6 ma spravidla niekolko adries
=V IPv4 ma rozhranie typicky len jednu adresu
= Adresy maju svoj rozsah (scope)
= Link Local
= Global unicast
= Site-local (zastaraly)

= Adresy maju cas platnosti
= Platnost’ a preferovany Cas platnosti

= Tyka sa adries ziskanych bezstavovou autokonfiguraciou

= Adresy maju svoj typ



Typy adries

= Unicast
= Adresa patri jednému rozhraniu
= Existuje mnoho podtypov (napr. globalne a IPv4-mapované)

= Multicast
* Pre one-to-many adresovanie
= EfektivnejSie vyuziva prostriedky siete
= Pouziva SirSi adresovy rozsah

= Anycast
= One-to-nearest (alokované z unicastovéeho priestoru)
= Viaceré zariadenia zdielaju tu istu adresu
= V/Setky takéto zariadenia by mali poskytovat rovnakeé sluzby
= Zdrojove zariadenia odosielaju pakety na anycast adresu
= Smerovace rozhodnu o najblizSom uzle s danou adresou
= Vhodné pre load balancing a poskytovanie obsahu (content delivery)



Adresovanie v IPv6

= Adresy sa priradzuju rozhraniam

= Aktualna IPv6 adresova architektura je popisana v RFC
4291

= ::/128 NeSpecifikovana adresa

= ::1/128 Loopback

= FF00::/8 Multicast

= FE8O0::/10 Link-Local Unicast

= FECO0::/10 Site local Unicast, zruSené v RFC 3879

= FCO00::/7 Unigue Local Unicast, RFC 4193

= :A.B.C.D IPv4-kompatibilné adresy (neodporucané)

= .:FFFF:A.B.C.D IPv4-mapované adresy
= \/Setko ostatné Global Unicast



IPv6 adresy na rozhraniach

= Na rozhrani méze byt lubovolny pocCet adries kazdeho typu

= Kazdé IPv6 rozhranie musi mat priradenu prinajmensom link-local
adresu

= Kazdé IPv6 rozhranie m6ze mat priradené viaceré unikatne lokalne
Ci globalne adresy

= Kazdé IPv6 rozhranie mdze mat priradené anycastovu adresu

= Adresy typu Global Unicast a Anycast maju rovnaky format
= Obsahuju tzv. globalny smerovaci prefix,
= Ciel => agregovat adresy az po providera

= Anycastova adresa je jednoducho adresa, ktora je spoloCne pridelena
viacerym rozhraniam

= spravidla na r6znych zariadeniach



IPv6 adresy Global Unicast a Anycast

123 132 /148 /164
' ! I :
2001 | 0DBS8 | : Interface ID g
Registry-»i |
ISP Prefix ——»
Site Prefix >

Subnet Prefix >
= Adresa typu Global Unicast a Anycast ma tri Casti
= Global Routing Prefix (/48)
= Subnet ID (/16)
* Interface ID (/64)

= Struktra GRP a SID nie je fixna

= Pozaduje sa, aby Interface ID malo 64 bitov, ak IPv6 adresa
zacina bitmi inymi nez 000/3

= V/ sucCasnosti sa prideluju Global Unicast adresy s prefixom /48 z
poolu 2001::/16

= Subnet ID ma teda 16 bitov




IPv6 adresy typu Global Unicast

Provider Site Host
> < > < >
3 45 Bits 16 Bits 64 Bits
> >4 > < >
Global Routing Prefix  Subnet Interface ID

ss = StruktGrované hierarchicky, aby umoznili
agregaciu

= Tento format adries sa pouziva pre unikatne a
.. verejne viditelne adresy IPv6 stanic

Customer )
No. 1
Announces
Only the /32

2001:0410:000 1 /48 Prefix
2001:0410: 1'32 /
s
g IPve
Customer Internet
No. 2 ) 2001::/16 )
N’ -

2001:0410:0002:/48



IPv6 adresy typu Link-Local Unicast

< 128 Bits >
- Remaining 54 bits Interface ID

< 64 Bits >
FE80::/10
< >

10 Bits

Link-local adresa pozostava z prefixu FE80::/10, lubovolnych 54 bitov (nuly) a
Interface 1D

= Napr. vo forméate EUI-64 alebo staticky nastavenom

004G_285

Umoznuje komunikaciu na linke bez potreby globalnej adresy

Link-local adresy su povinneé pre komunikaciu dvoch susednych zariadeni
= Auto konfiguracia, router discovery, neighbor discovery
= Takisto sa vyuZivaju v smerovacich protokoloch ako next-hop adresy

Link-local adresa je vytvorena automaticky
= Hned ako je aktivovana podpora IPv6

Su jedineCné a platné len v ramci broadcastovej domeny
= Nie su smerovatelné

Pri ich pouziti sa musi Specifikovat aj rozhranie
= Napr. ping na susedovu link-local



IPv6 adresy Global a Link Local Unicast -
IPv6 Interface ID

= Pre bezstavovu konfiguraciu IPv6 adresy sa vyuziva tzv.
modified extended universal identifier — modified EUI-64

= Modified EUI-64 ma 64 bitov a vklada sa do Casti Interface ID

= Modified EUI-64 sa ziska z MAC adresy tym, ze:
= MAC adresu rozdelime na dve polovice (3B/3B)
= Medzi tieto polovice viozime konsStantny dvojbajt FF:FE
= Invertujeme bit Universal/Local (druhy najnizsi bit 1. bajtu MAC)

= Napriklad:
= 04:4B:80:6F.7C:B1 — 06:4B:80:FF:FE:6F:7C:B1
= Niektore operacné systemy si okrem tejto adresy automaticky
vygeneruju aj dalSiu, v ktorej je Interface ID nahodne

= Cielom je chranit sukromie — MAC adresa az prili§ jednoznacéne
identifikuje konkrétny pocitac



Konverzia MAC adresy na EUI-64

00 30 27 l 17 FC OF

00 90 27 ‘T T* 17 FC I]F*.‘

FF|FE|

Imlm 27 | BE | FE | 17 FElI}F

1 =Unique

I 000000U0 Whﬂfﬂ"=i
1“1.‘ u=1 ._-ll':Il
‘IIIIEH] 21||=|= FE|1? FElﬂF

0 = Not Unique




IPv6 multicastové adresy

128 bits >

/116

1111 1111 ‘ 00XX XXXX

Group ID

Flags

Scope

OIOIPIT

XXXX

C— DS —

Flags:
e P = Prefix for unicast-based assignments
e T =0 if permanent, 1 if temporary

Scope:

1 (0001) = Node (interface local)
2 (0010) =Link local

5 (0101) = Site local

8 (1000) = Organization

E (1110) = Global

= Definovanée prefixom FFO0::/8 = Prvy oktet FF

= 112 bitovy identifikator mcast
skupiny

= Multicasty sa v IPv6 vyuzivaju

= Druhy oktet obsahuje
= Prefix, platnost’ a rozSirenie

velmi ¢asto = Adresy FFOO:: to FFOF:: su
. rezervované
= Broadcastsav IPv6 nepouziva = FF02::/16 — vSeobecne zname, link

local



Priklady trvalych multicastovych IPv6 adries

Reserved Multicast Descrintion
Address P

FFO2::1 » All nodes on a link (link-local scope).
FF02::2  All routers on a link.
EE02- -9 . ﬁ\rlllkrouting information protocol (RIP) routers on a

« All solicited-node multicast addresses used for
host autoconfiguration and neighbor discovery
(similar to ARP in IPv4).

* The xx:xxxx is the far right 24 bits of the
corresponding unicast or anycast address of the
node.

FFO2: - 1:FFxXx:-XxXxXxx

FFO5::101 » All Network Time Protocol (NTP) servers.



Multicastove adresy Solicited-Node

IPvEe Address

Prefix

PRI

Solicited-node multicast Address

FFO2

|1 !

4

128 bits

= Solicited-node multicast adresa pozostava z prefixu FF02::1:FF:/104

= Adresa ma rozsah link-local
= Ma ju kazdy IPv6 host

= Nasadenie
= Neighbor discovery (ND)

= Zistenie link adresy suseda, zistenie defaut route, zistenie smerovaca na linke

= Bezstavova autokonfiguracia

= Typické pouzitie je v ICMPV6, ktoré nahradza ARP
= Spodnych 24 bitov IPv6 adresy je 24 bitov z IPV6 adresy hladaného suseda

= |ICMPV6 je vo vnutri IPv6 paketu, takze paket musi mat adresu prijemcu, v
tomto pripade prave Solicited-Node



IPv6 adresy narozhrani

R1#sh 1pv6 iInt e0
EthernetO 1s up, line protocol is up
IPv6 1s enabled, link-local address i1s FE80::21B:D5FF:FE5B:A408

Global unicast address(es):

2001:8:85A3:4289:21B:D5FF:FE5B:A408, subnet is ‘
2001:8:85A3:4289::/64 [EUI]
Joined group address(es):

FFO2::1 Adresa Solicited-Node Multicast
FFO2::2 /
FFO2::1:FF5B:A408

MTU 1s 1514 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled

ND DAD is not supported
ND reachable time i1s 30000 milliseconds

Hosts use stateless autoconfig for addresses.




IPv6 Anycast adresa

< n Bits >{< 128-n Bits >

L Pefix interface ID

= |Pv6 anycast adresa je adresa typu global unicast, ktora
je priradena viac nez jednému rozhraniu

= Komunikacia one — to — nearest
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Neighbor discovery a

ICMPV6




Kompetencie protokolu ICMPv6

=V IPv6 ma protokol ICMP podstatne dolezitejSiu ulohu nez
v IPv4

= Podporuje vSetky dblezité funkcie svojho predchodcu

= Destination Unreachable, Packet Too Big, Time Exceeded, Parameter
Problem, Echo/Echo Reply, Redirect

= Pridava nove funkcie
= Router Solicitation, Advertisement (do iste] miery nahradza DHCP)
= Neighbor Solicitation, Advertisement (nahradza ARP)

* Pridané funkcie ICMP sluzia na
= \Vyhladanie smerovacov
= Propagacia default route
= Automatickd konfiguraciu IPv6 adresy a parametrov IPv6 rozhrania
= Preklad IPv6 na MAC adresu
= Detekcia duplikatnej IPv6 adresy v sieti (DAD)



Neighbor Discovery ICMPv6 — typy paketov

= Neighbor Discovery pouziva 4 typy ICMPV6 sprav:
= Neighbor Solicitation a Neighbor Advertisement spravy

= Router Solicitation a Router Advertisement spravy

» Posielané hostom na zistenie L2 adresy suseda (ako predtym
ARP)
135 e Pouzita na overovanie dostupnosti suseda
» Pouzita na overovanie duplicity adries (Duplicate Address
Detection (DAD)).

Neighbor
Solicitation (NS)

» Generovana ako odpoved na NS spravu.
136  |IP host mdze poslat aj nevyziadanu odpoved ako oznamenie o
zmene jeho L2 adresy.

Neighbor
Advertisement (NA)

* RA obsahuje prefixy ktoré sa pouzivaju na urCenie linky,
Router 134 konfiguraciu adries, hop limit, MTU a podobne
Advertisement (RA) * RA su posielané periodicky alebo ako odpoved na RS spravu.
» Generuje smerovac so zapnutym IPv6 unicast routing

Router Solicitation 133 * Pouzita pri bootovani hosta na vyziadanie RA spravy od
(RS) smerovaca. . .
* Negeneruje smerovac so zapnutym IPv6 unicast routing



Neighbor Solicitation

=

ICMP type: 135 (NS)
Source: IPv6 adresa hosta A
Destination: Solicited-node multicast B (FF02: 1 : FFXX . XXXX)
Data: Link-layer adresa hosta A
Query: Aka je tvoja link layer adresa?
ICMP type: 136 (NA)
Source: IPv6 adresa hosta B
Destination: IPv6 adresa hosta A
Data: Link-layer adresa hosta B

= VVyhoda pouzitia multicastu v ND oproti broadcastu v ARP je zrejma
= Sprava nhie je spracovavana vsetkymi (bcast)
= Ale len tymi uzlami, Co maju danu mcast adresu
= Mapovanie IPv6 adresy na ethernet multicast
= Vezmi poslednych 32 bitov Ipv6 adresy a pridaj 33-33
= FF02::1:FF68:12CB => 33-33-FF-68-12-CB



Neighbor Solicitation

2001:DB8::500:AAAA:BBBB

-

2001:DB8::500:1234:5678

=

&

2001:DB8::501:AAAA:BBBB

=V pripade, ze na sieti je viac hostov s rovnakou solicited-
node multicast adresou

* Prijem vSetci s danou adresou

* Odpoved len ten, ktorého IPv6 adresa sedi vocCi Ipv6 adrese nesenej
v tele NS spravy




DAD — Duplicite address detection

= Pouzivana IPv6 hostami po tom ako im bola pridelena IPv6
adresa

= Za ucelom zistenia jedinecnosti danej IPv6 adresy
= Pouziva ND proces
= Host sa pyta pomocou NS na svoju IPv6 adresu
= Nemal by dostat zo siete ziadnu odpoved



Bezstavova konfiguracia

(Stateless Autoconfiguration)
Interface ldentifier ::2004:0FD1:9CAA:1002

5 ﬁ

- - -
Host Autoconfigured Address: Sends Network-Type Information
Prefix Recieved + Link-Layer Address (Prefix, Default Route, ...)

= Kazda IPv6 stanica si dokaze sama pridelit IPv6 adresu

= tak, ze pripoji svoj 64-bitovy Interface ID k prefixu siete, ktory prijala
od routera v RA sprave

= Smerovac za tymto uCelom posiela rozhranim informacie vsetkym
uzlom na sieti

= tzv. router advertisement spravy, RA

= RAje posielané periodicky, ale uzol si zaslanie m6ze vynutit
generovanim spravy RS




Postup bezstavove] konfiguracie adresy

MP type: 133 (RS)
Source:
Destination: FF02 2 (All routers mcast
Query: Ziadam o zaslanie RA
/

(*"""

5
PC1

node45.example2.com (initial)
2001:db8:a::405
= Faza 1: PC odosSle spravu ,router solicitation (RS)" a

vyziada si sietovy prefix pre bezstavovu konfiguraciu



Postup bezstavove] konfiguracie adresy

ICMP type: 134 (RA)

Source: R1 link-local adresa
Destination: FF02::1 (All nodes mcast)
Data: Options, prefixes, lifetime, ...

|
.

e
}

PC1

noded45.example2.com (initial)
2001:db8:a::405

= Faza 2: Router odpoveda spravou Router Advertisement,
v ktorej uvedie okrem inych Udajov aj prefix lokalnej siete



Autokonfigurované adresy

= Stavy automaticky nastavenej adresy:

= Tentative (neoverena, pokusna)
= V procese preverovania unikatnosti (Duplicate Address Detection)
= Unicast komunikacia je zakazana
= Multicast komunikéacia — len spravy Neighbor Advertisement

= Valid (platna)
= Unikatnost adresy bola potrvrdena
= Adresu je mozné pouzivat
= Stav Valid obsahuje v sebe dalSie 2 stavy

= Preferred (normalny stav) — adresa je platna

= Deprecated (neschvalend) — adresa je platna, ale je zbavena schopnosti
nadvazovat nové spojenia

= existujuca komunikacia méze prebiehat dalej
= |[nvalid (neplatna)
= Do tohto stavu sa adresa dostane po uplynuti Casovaca Valid Lifetime
= Adresa v tomto stave nie je pouzitelna



Stavy automatickej IP adresy

= Autokonfigurovana adresa prechadza tymito stavmi
cyklicky

= Trvanie stavov ziska zo spravy Router Advertisement

= Autokonfigurované adresy obvykle patria na koncovée
stanice, smerovace ich spravidla nevyuzivaju

Preferred Lifetime

Valid Lifetime

. A
v___.

s S &

Preferred Deprecated

Tentative Valid Invalid

Stavy autokonfigurovanej IP adresy




Konfiguracia

IPv6 na smerovaci |




Konfiguracia IPv6 na smerovaci

= Konfiguraciu IPv6 smerovania na smerovaci je potrebné
najprv aktivovat prikazom

Router(config)#

Ipv6 unicast-routing

= |Pv6 sa konfiguruje velmi podobne ako IPv4
= Vo vSetkych znamych prikazoch sa piSe ,ipv6* namiesto ,ip*
= Plati pre konfiguraciu adries Ci statickych ciest
= Aj overovanie

Router(config)# ipv6 route 2000::/3 2001:4118:300:122::1
Router(config)# interface ta0/0
Router(config-1t)# 1pv6 address 2001:4118:300:123::1/64




Moznosti konfiguracie unicast IPv6 adries

IPv6 Unicast
Address Assignment

Link-local (FE80::/10) Global Routable
Address Assignment Address Assignment

Static Dynamic

Automatically created Statel

(EUI-64 format) if a ateless
IPrig sl ese global unicast IPv6 IPV6 Address Autoconfiguration
address is configured

DHCPV6

IPv6 Unnumbered
(statefull)




Statické pridelenie IPv6 adresy

= Statické pridelenie IPv6 adresy a povolenie IPv6 na rozhrani
Router(config-i1H)#

1pv6 address address/prefix-length [link-local]

= Priklad
= Statickeé pridelenie globalnej IPv6 adresy

Router(config-1f)# i1pv6 address 2001:1::1/64

= Staticke pridelenie link-local adresy
Router(config-i1f)# ipv6 address FE80::1 link-local

= Nie je treba pridavat masku
= ZvyCajne je generovana automaticky (ked host ziska IPv6 adresu
= EUI-64 alebo static global
= Vhodné napr. ak automaticky generovany format sa zle paméta




Overenie nastavenia IPv6 adresy

FE80O::1
2001:1::1/64 2

- e

R1# show 1pv6 interface fa0/0
FastEthernet0/0 is up, line protocol is up
IPv6 i1s enabled, link-local address is FE80::1 [TEN]
Global unicast address(es):
2001:1::1, subnet is 2001:1::/64 [TEN]
Joined group address(es):
FFO2::1
FFO2::2
FFO2::1:FF00:1
MTU s 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is O milliseconds
ND advertised retransmit interval is O milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
Hosts use stateless autoconfig for addresses.
R1#




Dynamické pridelenie IPv6 adresy EUI-64

= Dynamické pridelenie IPv6 adresy s generovanim Interface ID
Router(config-i1H)#

Ipv6 address address/prefix-length eui-64

= Priklad

= Dynamické pridelenie globalnej IPv6 adresy EUI-64
= Generovanie Interface ID z L2 adresy

Router(config-i1H)# i1pv6 address 2001::/64 eui-64

R2(config-1H)# do show interface tfa0/0 | include addr
Hardware i1s Gt96k FE, address i1s 0019.5592.b212 (bia 0019.5592.b212)
R2(config-1t)# do show ipv6 interface fa0/0 | include Global

Global unicast address(es): 2001::219:55FF:FE92:B212
R2(config-1H)#




= Povoli IPv6 na rozhrani bez explicitne uvedenej adresy
Router(config-i1ft)#
ipv6 unnumbered INTERFACE-TYPE INTERFACE-NUMBER

= Pouzije na danom rozhrani IPv6 adresu zo Specifikovaneho rozhrania

= Ako source IPv6 adresu
= Rozhrania z ktorého si poziCiavam musi byt ,up”

Ri(config)# interface loopback 10
Ri(config-1Tt)# ipv6 address 2001:1::10/64
Ri(config-it)# exit
Ri(config)#
Ri(config)# interface s0/0/0
Ri(config-1t)# ipv6 unnumbered loopback 10
Ri(config-1Tt)# no shut
Ri(config-i1Tt)# do show ipv6 interface s0/0/0
Serial0/0/0 is up, line protocol i1s up
IPv6 is enabled, link-local address i1s FE80::222:55FF:FE18:7DE8
No Virtual link-local address(es):
Interface i1s unnumbered. Using address of LoopbacklO
No global unicast address i1s configured
Joined group address(es):
FFO2::1
FF02::2
. <output omitted> ...




Sposoby konfiguracie IPv6 adresy

= Aktivacia IPv6 na rozhrani bez explicitnej adresy:

Router(config-i1H)#

Ipv6 enable

= Tento prikaz aktivuje podporu IPv6 na rozhrani

= Rozhranie dostane link-local adresu, no nebude mat’ nijaku dalSiu
adresu

= M&ze byt vhodné pre rydzo tranzitné linky (podobne ako
IP Unnumbered), pretoze smerovacie protokoly vyuzivaju vylucne
link-local adresy ako next-hop adresy



Bezstavova autokonfiguracia

= Nastavi auto konfiguraciu:

Router(config-1H)#
Ipv6 address autoconfig [default]

= Adresa je pridelena na zaklade prefixu prijatého v RA
= defaul t: inStalacia default route cez tento smerovac



Nastavenie ND Neighbor casovaca

Router(config-i1ft)#

Ipv6 nd reachable-time MILLISECONDS

= Specifikacia asu v [ms], po uplynuti ktorého je vzdialeny IPv6 sused
povazovany za nedostupného
= Default je
= Oms pre RA
= 30000ms pre ND aktvity
= Poznamka: Kratky ¢as zvySuje mnoZzstvo vymiefianych sprav



Statické pridanie IPv6 suseda

= Prikaz prida IPv6 suseda do discovery cache
Router(config)#

Ipv6 neighbor IPV6-ADDRESS INTERFACE-TYPE INTERFACE-
NUMBER HARDWARE-ADDRESS

= Mapovanie IPv6 na HW adresu



IPV6 konektivita cez NBMA siete

= Pri NBMA, ako napr. FR, je treba spravit mapovanie (prikaz
frame-relay map)

= pre link-local IPv6 adresy
= Pouzivané smerovacimy protokolmi

= aj pre global unicast IPv6 adresy



Zakladné overenie IPv6

Displays the status of interfaces configured for IPv6.

show 1pv6 interface - The brief keyword displays a brief summary.

[brl?_‘] [type number] - The prefix keyword displays the IPv6 neighbor

[prefix] discovery prefixes that are configured on a specified
interface.

Displays IPv6 router advertisement information received
show ipv6 routers from on-link routers (those locally reachable on the link).
[interface-type - The conflicts keyword displays information about
interface-number] routers advertising parameters that differ from the
[conflicts] advertisement parameters configured for the specified

interface on which the advertisements are received.

sf_10w i_F;VG neighbors Displays IPv6 neighbor discovery cache information for
[DAHET REE—y e _ the specified neighbors.
interface-number | 1pv6-

address | ipv6-hostname ° The optional statistics parameter displays
| statistics] neighbor discovery cache statistics.



Diagnostika IPve ND

Router# show ipv6 neighbors

IPv6 Address Age Link-layer Addr State Interface
2001:1::2 4 0019.55df.ad22 STALE Fa0/0
FE80: :219:55FF:FEDF:AD22 4 0019.55df.ad22 STALE Fa0/0

Router# ping 2001:1::2

IPv6 Address Age Link-layer Addr State Interface
2001:1::2 4 0019 .55df.ad22 REACH Fa0/0
FE80::219:55FF:FEDF:AD22 4 0019.55df.ad22 STALE Fa0/0
= REACH
= So susedom sme komunikovali v ramci ¢asu nd reacheble-time
= STALE

= So susedom sme uz urcitu dobu nekomunikovali
= Cas nd reachable-time uplynul



Diagnostika IPv6

Displays messages associated with ICMPv6 neighbor

_ discovery.
debug 1pv6 nd

* ICMPv6 neighbor discovery is the IPv6 replacement for
the IPv4 ARP.

Displays information associated with IPv6 packet

debug 1pv6 packet processing.
[gccess—l Ist access- * When an IPv6 access list is specified, only packets
list-name] [detail] permitted by the ACL are displayed.

« The detail keyword displays more information.



.
Diagnostika IPve ND a DAD

R2# debug i1pv6 nd

ICMP Neighbor Discovery events debugging is on

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface fa0/0

R2(config-i1P)#ipv6 address 2001:1:1001::1/64

R2(config-i1PH)#

*Aug 13 13:58:29.400: ICMPv6-ND: Adding prefix 2001:1:1001::1/64 to
FastEthernet0/0

*Aug 13 13:58:29.400: ICMPv6-ND: Sending NS for 2001:1:1001::1 on
FastEthernet0/0

*Aug 13 13:58:30.400: ICMPv6-ND: DAD: 2001:1:1001::1 is unique.
*Aug 13 13:58:30.400: ICMPv6-ND: Sending NA for 2001:1:1001::1 on
FastEthernet0/0

*Aug 13 13:58:30.400: ICMPv6-ND: Address 2001:1:1001::1/64 i1s up on
FastEthernet0/0

R2(config-ifF)#exit

R2(config)# 1pv6 unicast-routing

R2(configQ)#

*Aug 13 14:00:07.428: ICMPv6-ND: Sending RA to FF02::1 on FastEthernet0/0
*Aug 13 14:00:07.428: ICMPV6-ND: MTU = 1500

*Aug 13 14:00:07.428: ICMPv6-ND: prefix = 2001:1::/64 onlink autoconfig
*Aug 13 14:00:07.428: 1CMPv6-ND: 2592000/604800 (valid/preferred)
*Aug 13 14:00:08.428: ICMPv6-ND: Received NA for
2001:1:1001:0:219:56FF:FE2C:9F60 on FastEthernet0/0 from
2001:1:1001:0:219:56FF:FE2C:9F60




Smerovanie IPv6

prevadzky




Smerovacie protokoly s podporou IPv6

AS 1 RIP
IGP ' EGP OSPF
- 1S-IS
BGP DIGRP

= Moznosti pre smerovanie v IPv6
Statické smerovanie

RIPng (RFC 2080)

OSPFv3 (RFC 2740)

IS-1S pre IPv6

MP-BGP4 (RFC 2545/2858)
EIGRP pre IPv6

= VVSetky IGP protokoly sa aktivuju na rozhraniach,
= nie prikazmi network

= Okrem IS-1S maju vSetky protokoly svoj konfiguraCny odstavec s
nazvom ipv6 router PROTOKOL [parametre]

= Pre kazdy smerovaci protokol musi byt aktivované smerovanie
= Ipv6 unicast-routing




Statické smerovanie

= Tak isto ako v IPv4

Router(config)#

iIpv6 route i1pve-prefix/prefix-length {ipv6-address |
interface-type interface-number [ipv6-address]}

[administrative-distance] [administrative-multicast-
distance | unicast | multicast] [next-hop-address] [tag

tag]
= Pre pouzitie outgoing interface a next hop IP adresu platia

tie isté pravidla
= Priamo pripojena staticka cesta (out interface)
= Vhodné pre P-t-P
= Rekurzivna staticka cesta
= Pouziva NEXT HOP IP a je nutny rekurzivny lookup

= PIne Specifikovana staticka cesta
= Odporucana pre BMA outgoing_int + next_hop_IPv6_addr




Priklad Static Route

Lo100: 10::10:1/64 I_@

2001:1::1/64 2001:1::2/64 @
‘r_l L0102: 13::113:1/64

S0/1/0 V4
S0/1/0

Lol101: 11::11:1/64

R1(config)# ipv6 unicast-routing
R1(config)# ipv6 route 13::/64 s0/1/0
R1(config)# exit
R1# show ipv6 route static
IPv6 Routing Table — 9 entries
Codes: C — Connected, L — Local, S — Static, R — RIP, B — BGP
U — Per-user Static route
11 — ISIS L1, 12 — ISIS L2, 1A — ISIS interarea, IS — ISIS summary
O — OSPF intra, Ol — OSPF inter, OE1l — OSPF ext 1, OE2 — OSPF ext 2
ON1 — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2
S 13::/64 [1/0]
via :-:, Serial0/1/0

R1#




Priklad default static route

Lo100: 10::10:1/64 I_@

2001:1::1/64 2001:1::2/64 @
‘r_l L0102: 13::113:1/64

S0/1/0 V4 A
S0/1/0

Lol101: 11::11:1/64

R2(config)# ipv6 unicast-routing

R2(config)# ipv6 route ::/0 s0/1/0

R2(config)# exit

R2# show ipv6 route static

IPv6 Routing Table — 9 entries

Codes: C — Connected, L — Local, S — Static, R — RIP, B — BGP

R2#

U — Per-user Static route
11 — ISIS L1, 12 — ISIS L2, 1A — ISIS interarea, IS — ISIS summary
O — OSPF intra, Ol — OSPF inter, OE1l — OSPF ext 1, OE2 — OSPF ext 2
ON1 — OSPF NSSA ext 1, ON2 — OSPF NSSA ext 2

::/0 [1/0]

via ::, Serial0/1/0
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RIPng (RFC 2080)

= Rovnaké vlastnosti ako v IPv4:

= Distance-vector princip, maximalne 15 hopov, split-horizon
a poison reverse

= Zalozeny na RIPv2

= Aktualizované vlastnosti pre IPv6:
= Prenos prefixov a next-hop adries vo formate IPv6

= Aktualizacie posiela pomocou UDP, port 521, na multicastovu
adresu FF02::9, tzv. all-rip-routers skupinu

= Adresa odosielatela je IPv6 link-local adresa

Router(config-i1H)#

iIpv6 rip NAME enable

= Ak proces s danym menom neexistuje je vytvoreny



Overenie a diagnostika RIPng

Displays the parameters and current state of the active IPv6
show ipv6 protocols routing protocol processes.

[summary] The summary keyword specifies that only the configured
routing protocol process names are displayed.

debug 1pv6 rip Displays IPv6 RIPng routing transaction debug messages.

[interface-type The interface-type interface-number option can
interface-number] be used to display interface specific debug messages.



Lo102: 2001:22::2/64

F%r ;

=
Priklad RIPng over FR.. S,

2001:12::3/64 Lo103: 2001:33::3/64

DLCI: 102 ADLCI: 103
o 7 N \ )
2001:12::2/64 P 7 rame Rela A S <
2T Ny
- DLCI: 201 DLCI: 301 ~ ~
11.7 N~ —~

interface Seriall/1.7
multipoint

ipv6 address 2001:12::2/64

frame-relay map ipv6 2001:12::1
201 broadcast

frame-relay map ipv6
FE80::219:56FF:FE2C:9F60 201
broadcast

ipv6 unicast-routing

ipv6 rip RIPTag enable

interface 10102
ipv6 rip RIPTag enable

interface Serial0/0/0

encapsulation frame-relay IETF

ipv6 address 2001:12::1/64

frame-relay Imi-type cisco

frame-relay map ipv6 2001:12::2
102 brodcast

frame-relay map ipv6 2001:12::3
103 brodcas

frame-relay map ipv6
FE80::2B0:64FF:FE33:FB60 102
broadcast

frame-relay map ipv6
FE80::250:73FF:FE3D:6A20 103
broadcast

ipv6 unicast-routing

ipv6 rip RIPTag enable

no split-horizon

interface Seriall/1.7
multipoint

ipv6 address 2001:12::3/64

frame-relay map ipv6 2001:12::1
301 broadcast

frame-relay map ipv6
FE80::219:56FF:FE2C:9F60 301
broadcast

ipv6 unicast-routing

ipv6 rip RIPTag enable

interface 10103
ipv6 rip RIPTag enable
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EIGRP pre IPv6

= EIGRP pre IPv6 je stale distance-vector routing protokol.
= Konfiguracia a €innost’ je podobna ako pre IPv4
= Slovi¢ko 1p nahradza ipv6

= Co ostava v EIGRP pre IPv6 ako bolo pre IPv4:
= Pouziva sa rovnaké protokolové Cislo (88)
= Pouzitie topo tabulky a generovanie Query/Updates
= Pouzitie DUAL na kalkulaciu successor routes

= Rozdiely EIGRP IPv6 oproti IPv4:
= Pouzivaju sa IPv6 prefixy.
= Konfiguracia je na rozhrani
= Prikaz network neexistuje
= Pre zakladanie susedskych vztahov sa pouziva Link-local adresa
= M6zu byt susedia aj ked' nie je pridelena globalna adresa

= Pre IPv6 sa nerobi auto sumarizacia.



EIGRP pre IPv6

= EIGRP pre IPv6 je dostupné v I0S 12.4T

= Pre svoj beh vyzaduje 4-bajtové RouterID
= Ak nie je mozné RouterlD zistit, je ho nutné nakonfigurovat rucne

= Smerovaci protokol je Standardne ,vypnuty“, treba ho preto
nasledne ,zapnuat*

Router(config)# interface fa0/0

Router(config-i1f)# ipv6 eigrp 64512
Router(config-1H)# exit

Router(config)# ipv6 router eilgrp 64512
Router(config-rtr)# router-id 158.193.138.255

I Alternativne podla IOS

Router(config-rtr)# eigrp router-id 158.193.138.255
Router(config-rtr)# no shutdown




Konfiguracia Stub Router

= Nastav smerovac ako stub router.

Router(config-rtr)#

eigrp stub [receive-only | connected | static | summary
| redistributed]

= Note:

= Od Cisco I0S Release 15.0(1)M a 12.2(33)SRE, prikaz eigrp stub
nahradza prikaz stub.



e
Sumarizacia IPvb6 cilest

= Konfiguracia agregovanej sumarizovanej adresy na rozhrani
Router(config-i1ft)#

Ipv6 summary-address eigrp AS-NUMBER 1PV6-ADDRESS
[ADMIN-DISTANCE]

= Cinnost’ ako pre IPv4.

as-number Specifies the EIGRP AS number for which routes are to be summarized.

Ipv6-address The IPv6 address of the summary route.

(Optional) Specifies the administrative distance, a value from 0 through
admin-distance 255.
The default value is 90.



Priklad EIGRP

GDVG EIGRP AS 100

13:13::3/64
S0/0/0.1

Lo301: 3:1::3/64
Lo302: 3:2::3/64
Lo303: 3:3::3/64

\_

13:13::1/64

S0/0/0 3 S0/0/0.2

12:12::1/64 12:12::2/64
S0/0/0. 1

%iwww

~

24:24::1/64
S0/0/0.4 S0/0/0. 2

24:24::4/64

R3

ipv6 unicast-routing

interface Serial0/0/0.1 point-
to-point

ipv6 eigrp 100

interface loopback 301

ipv6 eigrp 100

interface loopback 302

ipv6 eigrp 100

interface loopback 303

ipv6 eigrp 100

ipv6 router eigrp 100
eigrp router-id 3.3.3.3
no shutdown

interface serial 0/0/0.1
ipv6 summary-address eigrp 100
3::/716

R1

ipv6 unicast-routing

interface Serial0/0/0.2 point-
to-point

ipv6 e

interface Serial0/0/0.3 point-
to-point

ipv6 eigrp 100

ipv6 router eigrp 100
eigrp router-id 1.1.1.1
no shutdown

R2

ipv6 unicast-routing

interface Serial0/0/0.1 point-
to-point

ipv6 eigrp 100

interface Serial0/0/0.4 point-
to-point

ipv6 eigrp 100

ipv6 router eigrp 100
eigrp router-id 2.2.2.2
no shutdown




Overenie

GDVG EIGRP AS 100 \

13:13::3/64 13:13::1/64 12:12::1/64 12:12::2/64 24:24::1/64 24:24::4/64
Lo301: 3:1::3/64
S0/0/0.1  S0/0/0 3 S0/0/0.2  S0/0/0. 1 S0/0/0.4 SO0/0/0. 2

Lo302: 3:2::3/64 @ : .
1
L0303: 3:3::3/64 “

R4# show ipv6 route eigrp

<output omitted>

D 3::/716 [90/3321856]

via FE80::2, Serial0/0/0.2
D 12::/64 [90/2681856]

via FE80::2, Serial0/0/0.2
D 13::/64 [90/3193856]

via FE80::2, Serial0/0/0.2
R4#




OSPFv3




OSPFv3 - Podobnosti s OSPFv2

= OSPFV3 je verzia OSPF pre IPv6 (RFC 2740):
= Vychadza z OSPFv2 + rozSirenia
= Distribuuje IPv6 prefixy
= Bezi priamo nad IPv6

= OSPFVv3 & v2 je mozné v sieti prevadzkovat suCasne
= S0 vSak uplne nezavislé a kazda si spravuje vlastnu databazu

= OSPFv3 pouziva rovnakeé zakladne typy paketov:
= Hello
= Database description (DBD)
= Link state request (LSR)
= Link state update (LSU)
= Link state acknowledgement (LSAck)



OSPFv3 - Podobnosti s OSPFv2

* Mechanizmus zistovania susedov a tvorby
neighborhood/adjacency su identické

= Podpora pre RFC-definované NBMA a point-to-multipoint
rezimy je identicka, rovnako ako Cisco Specificka podpora
pre point-to-point a broadcast

= Princip pre LSA flooding and aging je zhodny
= Podpora multi area (NSSA) je zhodna



Rozdiely medzi OSPFv2 a OSPFv3

= OSPFv3 ma rovnakeé typy paketov, niektoré vSak zmenili

format
Packet Type Description
1 Hello
2 Database Description
3 Link State Request
4 Link State Update
5 Link State Acknowledgement
= VSetky OSPFv3 pakety maju 16B hlaviCku namiesto 24B
hlavicky v OSPFv2
Version | Type Packet Length Version | Type Packet Length
Router ID Router ID
Area ID outer
Checksum Autype Area ID
Authentication
Authentication Checksum InstanceID| 0




Rozdiely medzi OSPFv2 a OSPFv3

= OSPFv3 pracuje nad linkou, nie nad subnetom

=V IPv6 su rozhrania pripojené k linkam, nie k subnetom
= Indikuje sa tym moznost komunikovat cez L2

= Nad jednou linkou méze byt mnoho IPv6 ,subnetov” —
prefixov

= Pojmy ,network” a ,subnet” sa nahradzuju pojmom “link”

= Dva OSPFv3 smerovace mézu komunikovat, aj ak na linke
nemaju spolocny subnet — prefix
= Pouzivaju link-local adresy, nie global unicast



Rozdiely medzi OSPFv2 a OSPFv3

= Nad jednou linkou méze bezat viacero OSPFv3 inStancii

= Je mozné, aby jedna linka patrila do viacerych nezavislych
oblasti

= napriklad pri spojeni dvoch autondmnych systémov

=V paketoch OSPFv3 je definované noveé pole s nazvom
Instance ID, ktoré identifikuje instanciu OSPFv3, ktora dany
paket vygenerovala
= Aby dva OSPFv3 smerovaCe komunikovali, musia sa zhodnut na
Cisle instancie.
= By default je Cislo inStancie 0 a pre kazdu dalSiu inStanciu sa
iInkrementuje.



Rozdiely medzi OSPFv2 a OSPFv3

= Na identifikaciu suseda sa pouziva unicast link-local adresa

= Pouzité multicastové adresy
= FF02::5 — VSetky OSPFv3 routery na segmente (link-local scope)
= FF02::6 — VSetky DR/BDR routery na segmente (link-local scope)

= Zmena v spdsobe pouzivania adries

= |Pv6 adresy sa nenachadzaju v hlavickach OSPF paketov (suCast
payload)

= Router LSA (LSA1) a network LSA (LSA2) neobsahuju IPv6 adresy
= Tie su v novych LSAS8 (link) a LSA9 (intra-area prefixes)
= Router ID, area ID a link-state ID zostavaju 32-bitové
= DR a BDR su identifikované podfa ich Router ID, nie podla ich IPv6
adresy
= BezpecCnost
= OSPFv3 vyuziva IPSec hlavicky AH a ESP pre autentifikaciu
= Samotné OSPFv3 neobsahuje nijaky mechanizmus pre autentifikaciu



Prehlad LSA

LSA Name LS Type code | Flooding scope [LSA Function code
Router LSA 0x2001 Area scope 1
Network LSA 0x2002 Area scope 2 .
Inter-Area-Prefix-LSA  |0x2003 Area scope DpemenabA,Lané
Inter-Area-Router-LSA  |0x2004 Area scope ' 4
AS-External-LSA 0x4005 AS scope 5
Group-membership-LSA [0x2006 Area scope 6
Type-7-LSA 0x2007 Area scope 7 .
Link-LSA 0x0008 Link-local scope 8 Nlav A
Intra-Area-Prefix-LSA  [0x2009 Area scope 9 .




Link LSA —LSA 8

=A link LSA per link

*Link local scope flooding on the link with which
they are associated

=Provide router link local addresses
=List all IPv6 prefixes attached to the link
= Assert a collection of option bit for the Router-LSA



Intra Area Prefix (LSA9)

= Zoznam prefixov
= Odvolavka na Link ID v LSA1/2



Inter-Area Prefix LSA — LSA 3

= Describes the destination outside the area but still in the AS

= Summary is created for one area, which is flooded out in all
other areas

= Originated by an ABR
= Only intra-area routes are advertised into the backbone

= Link State ID simply serves to distinguish inter-area-prefix-
LSAs originated by the same router

= |_ink-local addresses must never be advertised in inter-
area- prefix-LSAs



Konfiguréacia

OSPFv3




Konfiguracia OSPFv3

= OSPFv3 prikazy su v mnohom podobné tym v OSPFv2
= Zamena kluCového slova ip za ipv6

= OSPFv3 sa zasadne konfiguruje na rozhraniach

= Prikaz network uz neplati a vyuziva sa sp6sob konfiguracie priamo na
rozhrani

= Podobne ako v novSich I0S pre OSPFv2, resp. IS-IS
= Namiesto slova ,ip“ sa pouziva ,ipv6”

= Konfiguraéna sekcia pre OSPFv3 (arey, autentifikacia, Router
ID...)

= Samostatny kontext: ipv6 router ospf process-id

= VVacsina znamych prikazov z OSPFv2 sa pouziva rovnako, resp.
primerane vzhfadom na zmenu formatu adresy

= napr. sumarizacia prikazmi area range, summary-prefix, nastavenie
typov arey, redistribucia, atd...

= Summary route ma Cost najvyssi zo sumarizovoanych
= oproti Cisco OSPFv2 — tam je najmensi



Povolenie a spustenie OSPFv3 procesu

= Volitelny prikaz

Router(config)#

1Ipv6 router ospf process-id

= process-id jednoznacne identifikuje OSPFv3 proces lokalny

smerovacu

Ri(config-rtr)#?
area
auto-cost
default
default-information
default-metric
discard-route
distance
distribute-list
ignore
log-adjacency-changes
maximum-paths
passive-interface
process-min-time
redistribute
router-id
summary-prefix
timers

Ri(config)# i1pv6 router ospf 10

OSPF area parameters

Calculate OSPF interface cost according to bandwidth
Set a command to i1ts defaults

Distribution of default information

Set metric of redistributed routes

Enable or disable discard-route installation
Administrative distance

Filter networks in routing updates

Do not complain about specific event

Log changes in adjacency state

Forward packets over multiple paths

Suppress routing updates on an interface

Percentage of quantum to be used before releasing CPU
Redistribute IPv6 prefixes from another routing protocol
router-id for this OSPF process

Configure 1Pv6 summary prefix

Adjust routing timers




Router ID

= OSPF 3 vsSak pre svoj beh vyzaduje 4-bajtové RouterID
= Format IPv4 adresy
= RID musi byt jedineCny
= Proces vyberu RID ako v OSPFv2
= RID, najvyssSia IPv4 loop adresa, najvyssSie aktivne IPv4 rozhranie
= Ak nie je mozné RouterlID zistit, je ho nutné nakonfigurovat ru¢ne

Router(config)# ipv6 router ospf 1
Router(config-rtr)# router-id 158.193.138.255




Povolenie OSPFv3 narozhrani

= Spustenie OSPFv3 procesu na rozhrani

Router(config-i1ft)#

Ipv6 ospf process-i1d area area-id [iInstance instance-id]

orocess-id Internal identifier for the OSPF process that is locally
assigned and can be any positive integer.
Specifies the area that is to be associated with the OSPF

area-id .
interface.

(Optional) Used to control selection of other routers as
neighboring routers.

Router becomes neighbors only with routers that have the
same instance ID.

instance-id



Ladenie OSPFv3
= OSPFv3 cost

Router(config)# i1pv6 ospf cost interface-cost

= OSPFv3 priority
Router(config)# ipv6 ospf priority number-value

= OSPFv3 stub/totally area
Router(config-rtr)# area area-id stub [no-summary]

= OSPFv3 sumarizacia

Router(config-rtr)# area area-id range 1pv6-prefix
/prefix-length [advertise | not-advertise] [cost
cost]

* Premazanie OSPFv3 procesu

Router# clear ipv6 ospf [process-id] {process |
force-spf | redistribution | counters [neighbor
[neighbor-interface | neighbor-id]]}




Overenie a diagnhostika OSPFv3

show ipv6 ospf [process-id]
E%gahl,grgz(';gt'gﬁgbg:; terface- Displays OSPFv3 neighbor information.

[neighbor-i1d] [detail]

show 1pv6 ospf [process-id]

[area-1d] iInterface [type Displays OSPFv3 interface information.
number] [brief]

Displays general information about the IPv6

show 1pv6 ospf [process-id] OSPF processes.

[area-i1d]



Priklad konfiguracie OSPFv3

K Area 0 Area 1l \
2001:410:FFFF:1::1/64 3FFE:B00:FFFF:1::2/64 3FFE:B00:FFFF:1::1/64

)180/0/1@ S0/0/2 , soi03 @2
_ J \ J

R1(config)# ipv6 router ospf 100

R1(config-rtr)# router-id 10.1.1.3
R1(config-rtr)# area O range 2001:410::/32
R1(config-rtr)# exit

R1(config)# interface Serial0/0/1

R1(config-if)# 1pv6 address 2001:410:FFFF:1::1/64
R1(config-if)# 1pv6 ospf 100 area O
Ri(config-if)# exit

R1(config)# interface Serial0/0/2

R1(config-if)# 1pv6 address 3FFE:BOO:FFFF:1::2/64
R1(config-if)# 1pv6 ospf 100 area 1
Ri(config-ifH)#

R2(config)# ipv6 router ospf 100

R2(config-rtr)# router-id 10.1.1.4
R2(config-rtr)# exit

R2(config)# interface Serial0/0/3

R2(config-if)# 1pv6 address 3FFE:BOO:FFFF:1::1/64
R2(config-if)# 1pv6 ospf 100 area 1
R2(config-iH)#
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Multiprotocol BGP




Multiprotocol Border Gateway Protocol (MP-
BGP) (RFC 2858)

= Multiprotokolové rozsSirenia pre BGPv4:
= Podpora réznych sietovych protokolov
= MPLS, IPv6 (RFC2545)
= |dentifikatory rodin sietovych protokolov

= MBGP odlisuje
= Carrier protokol
= transport

= Passenger protokol
= payload

= Specifické roz&irenia pre IPv6:
= |dentifikator pre rodinu IPv6 protokolov

= NEXT_HOP obsahuje globalnu IPv6 adresu a pripadne aj link-local
adresu (len ak sused je priamo pripojeny)

= NEXT_HOP a NLRI (Network Layer Reachability Information) su
vyjadrené ako IPv6 adresy v atributoch MP-BGP



Multiprotocol BGP (MP-BGP)
=BGP konf 1 A

-------------------------------------
- o

= Carrier: IPv4 » fozoare

= Passenger: IPv4 F"‘i F’"i becsonge
e
"BGP konf 2 e
. IBGP IPv4
" Carl’ler IPV4 SO ™, 2001::/64
F ,2002::/64
= Passenger: IPv6 — 2 ~— T

4 10411 10112' h assenger
. ‘ o S ‘ Erci}:())co?:

Protocol =
IPv6

= Carrier:IPv6 BT
= Passenger: IPv6 -t ‘

12002::/64
T e . ‘./:'}:"‘"'
I ‘ 2001::1 2001::2 ‘ Passenger

Protocol =
IPv6

*BGP konf 3 Z




-
Konfiguracia MBGP

= Konfiguracia MBGP pre IPv6 je velmi podobna konfiguracii
BGP pre IPv4

= Vyzaduje vSak definovanie carrier a passenger protokolu

= Pre IPv6 je tiez vyzadované Router ID
= Vo formate IPv4 adresy

Router(config)# router bgp 65000
Router(config-router)# bgp router-id 158.193.152.108




MBGP Neighbors — Carrier proto
= Definuj BGP peer-a

Router(config-router)#

neighbor {ipv6-address | peer-group-name} remote-as
autonomous-system-number

= Za ucelom aktivacie BGP susedskej relacie
= Internal IBGP s internymi susedmi
= External BGP (EBGP) s externymi susedmi

= Definuje carrier protocol e

Router(config-router)# neighbor 2001::1 remote-as 65000¢ -
Router(config-router)# neighbor 2002::1 remote-as 65001

[




Address Family — passenger proto

= Definuje passenger protokol, tu IPv6, ktorého prefixy sa budu vymienat

Router(config-router)#

address-family i1pv6 [unicast | multicast | vpnv6]

= A umoznuje vstup do podrezimu.

unicast (Optional) Specifies IPv6 unicast address prefixes.

multicast (Optional) Specifies IPv6 multicast address prefixes.

vpnv6 (Optional) Specifies VPN version 6 address prefixes.



ldentifikacia MBGP suseda pre danu adresnu rodinu

= Definuje BGP peer-a

Router(config-router)# or Router(config-router-aft)#

neighbor ipv6-address activate

= Spusta vymenu informacii s peerom

= Ipv6-address je IPv6 adresa suseda



Priklad MBGP

R1i(config)# router bgp 1

Ri(config-router)# bgp router-id 1.1.1.1
R1(config-router)# neighbor 2001:100:2:4::1 remote-as 100
R1(config-router)#

R1(config-router)# address-family ipv6
Ri(config-router-af)# neighbor 2001:100:2:4::1 activate
R1(config-router-af)# redistribute connected
R1(config-router-af)# end

R1#

= Carrier protocol je IPv6, lebo konfiguracia obsahuje:
= Konfiguraciu 32-bit router ID (musi byt len v Ipv6 sietach)
= Konfiguraciu BGP peering suseda s pouzitim IPv6 adresy.

= Passenger protocol je tiez IPv6, lebo konfiguracia obsahuje:
= Zadefinovanu adresnu rodinu
= |dentifikaciu MBGP suseda s jeho IPv6 adresou
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IPv6 Policy-Based Routing (PBR)

= Prikaz

route-map map-tag [permit | deny] [sequence-
number]

Je rovnaky ako pre IPv4

" |Pv6 PBR tiez pouziva kritéria a akcie:
= match identifikacia prevadzky pre PBR
= set nastavenie akcie.



Prikazy match vhodné pre IPv6 PBR

Command Description

Matches any routes that have a destination network number IPv6

BENEEl Ol eelelress address that is permitted by a standard or extended ACL

Matches any routes that have a next-hop router IPv6 address that

match 1pve next-hop is passed by one of the ACLs specified

Matches routes that have been advertised by routers and access

m h 1pv6 r - rce ) o
atc D servers at the IPv6 address that is specified by the ACLS

match community Matches a BGP community

Matches any routes that have the next hop out of one of the

match interface : .
interfaces specified

match length Matches based on the layer 3 length of a packet
match metric Matches routes with the metric specified
match route-type Matches routes of the specified type

match tag Matches tag of a route



Prikazy set vhodné pre IPv6 PBR

Ipv6 default next-

Ipv6 next-hop

Ipv6 precedence

Description

Indicates an IPv6 default next hop to which matching packets will be
forwarded

Indicates where to output IPv6 packets that pass a match clause of a
route map for policy routing

Set the precedence value in the IPv6 packet header

set
set
set

set

set

set
set

set

set

set

as-path
automatic-tag
community

default interface

interface

local-preference
metric

metric-type

tag
weight

Modifies an AS path for BGP routes
Computes automatically the tag value
Sets the BGP communities attribute

Indicates where to output packets that pass a match clause of a route
map for policy routing and have no explicit route to the destination

Indicates where to output packets that pass a match clause of a route
map for policy routing

Specifies a BGP local preference value
Sets the metric value for a routing protocol

Sets the metric type for the destination routing protocol

Sets tag value for destination routing protocol

Specifies the BGP weight value



Aplikaca PBR route mapy

= Na rozhranie
Router(config-i1ft)#

Ipv6 policy route-map route-map-name

= Aj pre lokalne generovanu prevadzku
Router(config)#

ipv6 local policy route-map route-map-name




IPv6 ACL

= VVstup do IPv6 ACL konfiguracného rezimu

Router(config)#

Ipv6 access-list access-list-name

= |[Pv4 ACL a IPv6 ACL nem6zu mat rovnaké meno
= |IPv6 ACL nepodporuje Cislované zoznamy

= Dalej nasleduju permit a deny podmienky na
vyhodnocovanie :

permit protocol {source-ipv6-prefix/prefix-length | any
| host source-ipv6-address} {destination-ipv6-
prefix/prefix-length | any | host destination-i1pv6-
address}




IPv6 Ping so zmenou Default Source rozhrania

= Prikaz Specifikuje, adresa ktorého rozhrania sa pouzije pre
dany ping

Router# ping 1pv6 i1pv6-address source interface-name

Router# ping i1pv6-address source interface-name

= Default spravanie je pouzit ako source IP adresu
vystupného rozhrania pre ICMP spravy



Overenie a diagnhostika IPv6 PBR

show ipv6 access- Displays the contents of all or a specified IPv6 ACL.
list Jaccess-list- The access-list-name parameter specifies the
name] name of the access list.

Displays configured IPv4 and IPv6 route maps
show route-map [map- _ _ B
name] The map-name is an optional name of a specific

route map.

i i Displays IPv6 policy routing packet activity.
debug i1pv6 policy i y
[access-list-name] The access-list-name parameter specifies the

name of the access list.



Priklad IPv6 PBR

&

/ 23::2/64
| > 50/0/0

L0104: 104::1/64 @aO/O Fa0/0 %23:1,64 Frame Relay )
_«5::4/64 15::1/64 O 93::3/64
| > x\_som/o \

R1(config)# route-map PBR-SOURCE-ADDRESS permit 10
R1(config-route-map)# match 1pv6 address SOURCE-104
R1(config-route-map)# set 1pv6 next-hop 123::3
Ri(config-route-map)# exit

R1(config)# i1pv6 access-list SOURCE-104
R1i(config-ipv6-acl)# permit 1pv6 104::/64 any
Ri(config-ipv6-acl)# exit

R1(config)# interface ta0/0

Ri(config-if)# 1pv6 policy route-map PBR-SOURCE-ADDRESS
Ri(config-iH)#

= Siet pouziva RIPng
= Premavka ide default oranzova (R1 =>R2)
= Mapa meni smerovanie pre source net 104::/64 na R1=> R3 (zIta)



Priklad IPvoe PBR - overenie

Lo104: 104::1/64 @aO/O Fa0/0 Jait/en
._wfm/m 15:1/64 0/0/0

2723::2/64
50/0/0

Frame Relay )

123::3/64
| 50/0/0
=

s

' S~
R1# show route-map

route-map PBR-SOURCE-ADDRESS, permit, sequence 10
Match clauses:
ipv6 address SOURCE-104
Set clauses:
ipv6 next-hop 123::3
Policy routing matches: 5 packets, 500 bytes
R1#
R1# show ipv6 access-list
IPv6 access list SOURCE-104
permit ipv6 104::/64 any (5 matches) sequence 10
R1#




Migracia medzi

IPv4 a IPv6




Migracia medzi IPv4 a IPv6

IPv6 6-to-4 6-to-4 IPv6
Host Router Router Host
IPv6 IPv4 IPv6

Network Network Network

IPv6 Traffic

= Pre migraciu z IPv4 na IPv6 je definovanych niekolko r6znych
mechanizmov, a nie je nevyhnutné urobit’ skokovy prechod

= Migrané mechanizmy
= Dual-stack

= Tunneling

= Staticke tunely, GRE, 6over4 tunely (zriedka pouzivané, RFC 2529), 6to4 tunely (RFC
3056)

= ISATAP tunely (RFC 4214)
= Teredo tunely (RFC 4380)

= Preklady (translations)
= NAT-PT (Protocol Translation)




Dual Stack

IPv4

IPv4/IPv6

IPv6
Internet
-

= Dual stack je integracna metdda, kde kazda stanica aj router
Implementuje aj IPv4, aj IPv6

IPv4
Internet

IPv6

= Na tom istom or viacerych rozhraniach
= Protokoly su na sebe uplne nezavisle

= Nevyhoda v zvySenych narokoch na zdroje

= Napr. duplicita smerovacich a topo tabuliek.



Dual stack sposob konfiguracie

conf t
ipv6é unicast-routing

interface ehternetl

Dual-Stack
Router1
IPv6 and IP:%
Network _
ip address 192.168.99.1 255.255.255.0
ipv6 address 3ffe:b00:cl8:1::3/127

IPv4: 192.168.99.1
IPv6: 3ffe:b00:800:1::3

= StaCi nakonfigurovat na rozhrani IPv4 aj IPv6 adresu

= Smerovac sa rozhodne na zaklade cielovej adresy
= |[PV6 je preferované



Tunelovanie IPv6 v IPv4

||| Dual-Stack Dual-Stack |

Router Router

Network - Network

IPv6
Host

Tunnel: IPv6 in IPv4 packet

= Tunelovanie je integracha metoda, kde sa IPv6 paket
zapuzdri do paketu iného protokolu, napr. IPv4 (Cislo
protokolu 41)

= Overhead tohto tunela je 20B (hlaviCka IPv4 bez volitefnych
Casti)

= |[Pv6 je v roli passenger protokolu a IPv4 je transport (carrier)

= Tento sposob vyzaduje dual-stacked routery (na okrajoch)




Tunelovanie IPv6 v IPv4

Dual-Stack Dual-Stack l‘l

Host Router

Tunnel: IPv6 in IPv4 packet

= Zapuzdrenie moze realizovat nielen router, ale aj
stanica, ak jej operacny system ovlada prislusny
sposob tunelovania



-
Typy tunelov

=Tunely mozu byt vytvorené:
= Staticky

= Staticke (manual) IPv6 tunely (p-t-p tunel)
= Podpora mcast - routing

= GRE IPv6 tunely (p-t-p tunel)

= Podpora mcast - routing
= Automaticky:

= |Pv4-Compatible IPv6 Tunely (potlacané)

= 6t04 tunely (p-t-m tunel)
= Podpora len unicast (bgp, statika)

= |ISATAP tunely (Intra-Site Automatic Tunnel Addressing Protocol)
(p-t-p tunel)

= Podpora len unicast (bgp, statika)



Konfiguracia statickych tunelov

Dual-Stack Dual-Stack
Router Router

IPvB IPv4 E \
Netwurk Network

IPv4 192.168.99.1 IPv4: 192.168.30.1
IPv6: 3ffe:b00:c18:1::3 IPv6: 3ffe:b00:c18:1::2

|Pv5ﬂ5
Network

S’

= Konfiguracia statickych tunelov vyzaduije:
= Dual-stack endpointy

= |[Pv4 a IPv6 adresy konfigurované na oboch koncoch tunela
= |Pv4 adresy tunela su z inych subnetov, IPv6 z toho istého

= Platny IPv4 routing medzi zdrojom a cielom tunela
*VVyhoda v jednoduchosti, vhodné pre malé siete
= Nevyhoda v pracnosti pre komplikované topologie



Konfiguracia statickych tunelov

= Ako pri GRE tuneloch (kap7)
Router (config)#

interface tunnel number

= Prikaz vytvori virtualne rozhranie tunela

= Ked je rozhranie vytvoreneg, vykona sa konfiguracia jeho
parametrov ako

= |[Pv6 adresa

= Tunnel source (IPv4)

= Tunnel destination (IPv4)

= Tunnel mode (typ tunela)
= ipvo6Ip



Priklad na staticke IPv6 tunely

Lo103: 103::1/64 Lo101:10.1.1.1/24

Lo102: 10.2.2.2/24 Lo104: 104::1/64

|
\1, 13::3/64 13::1/64 \\l/ ﬁ 12::1/64

l
12::2/64% \l/ ( 24::2/64 24::4/64 \L

Fa0/0

Fa0/0 Fa0/0 |@| 172.16.12.1/24

==
“ S0/1/0
/J LlFV4FﬂP

172.16.12.2/24 @il Fa0/0

, =<
- -

S0/1/0

R1(config)# interface tunnel 12

Ri(config-if)#

*Aug 16 09:34:46.643: %LINEPROTO-5-UPDOWN: Line
protocol on Interface Tunnell2,

changed state to down

R1i(config-if)# no 1p address

Ri(config-if)# 1pv6 address 12::1/64
R1(config-if)# tunnel source loopback 101
Ri(config-if)# tunnel destination 10.2.2.2
Ri(config-if)#

*Aug 16 09:36:52.051:
protocol on Interface
changed state to up
Ri(config-if)# tunnel mode ipv6ip
Ri(config-if)# exit

R1(config)# ipv6 unicast-routing
R1(config)# interface tunnel 12
Ri(config-if)# ipv6 rip RIPoTU enable
Ri(config-if)# interface fa0/0
Ri(config-if)# ipv6 rip RIPoTU enable
Ri(config-if)#

%LINEPROTO-5-UPDOWN: Line
Tunnell2,

R2(config)# interface tunnel 12

R2(config-i1H)#

*Aug 16 09:38:47.532: %LINEPROTO-5-UPDOWN: Line
protocol on Interface Tunnell2,

changed state to down

R2(config-i1f)# no ip address

R2(config-if)# 1pv6 address 12::2/64
R2(config-if)# tunnel source loopback 102
R2(config-if)# tunnel destination 10.1.1.1
R2(config-1H)#

*Aug 16 09:39:24.056:
protocol on Interface
changed state to up
R2(config-if)# tunnel
R2(config-if)# exit
R2(config)# 1pv6 unicast-routing
R2(config)# interface tunnel 12
R2(config-i1f)# i1pv6 rip RIPOTU enable
R2(config-i1fF)# interface fa0/0
R2(config-i1f)# i1pv6 rip RIPOTU enable
R2(config-1H)#

%L INEPROTO-5-UPDOWN: Line
Tunnell2,

mode ipv6ip




Overenie

Lo103: 103::1/64 Lo101:10.1.1.1/24 Lo102: 10.2.2.2/24 Lo104: 104::1/64

| l
\1, 13::3/64 13::1/64 \ \l/ ﬁ 12::1/64 12::2/64% \l/( 24::2/64 24::4/64 \L

@ Fa00 Fa0/0 @7l 172.16.12.1/24 ___172.16.12.2/24 @il Fa0l0 Fa0l0 @i
- - Z - -y
S0/1/0 S0/1/0
J th4 RIP J K

R1# show interface tunnel 12
Tunnell2 is up, line protocol is up

Hardware i1s Tunnel
MTU 1514 bytes,BW 9 Kbit/sec, DLY 500000 usec,

reliability 2557255, txload 1/255, rxload 1/255
Encapsulation TUNNEL, loopback not set

Keepalive not set
Tunnel source 10.1.1.1 (Loopbackl0l), destination 10.2.2.2

Tunnel protocol/transport I1Pv6/1P
Tunnel TTL 255
Fast tunneling enabled

<output omitted>




Priklad na GRE tunely

Lo103: 103::1/64 Lo101:10.1.1.1/24

Lo102: 10.2.2.2/24 Lo104: 104::1/64

RE IPv4 Tunnel

(L e e (8

12::1/64

\
12::2/64 0 24::2/64 24::4/64

172.16.12.1/24

@, Fa00 Fa0/0 |@|

172.16.12.2/24 @i—2—=lly Fa0/0 Fa0/0 @il

S0/1/0
v4 RIP

N J e

S0/1/0

) )L y

Ri(config)# interface tunnel 12

Ri(config-1H)#

*Aug 16 09:34:46.643: %LINEPROTO-5-UPDOWN: Line
protocol on Interface Tunnell2,

changed state to down

Ri(config-1ft)# no i1Ip address

Ri(config-1ft)# 1pv6 address 12::1/64
Ri(config-1Tt)# tunnel source loopback 101
Ri(config-1Tt)# tunnel destination 10.2.2.2
Ri(config-1H)#

*Aug 16 09:36:52.051:
protocol on Interface
changed state to up
Ri(config-i1T)# tupnel-mede—i1pvEip
Ri(config-1ft)# tunnel mode gre ! Nie je treba
Ri(config-1H)# exit

Ri(config)# 1pv6 unicast-routing

Ri(config)# interface tunnel 12
Ri(config-1t)# ipv6 rip RIPoTU enable
Ri(config-1Tt)# interface ta0/0

Ri(config-1t)# 1pv6 rip RIPoTU enable
Ri(config-1H)#

%L INEPROTO-5-UPDOWN: Line
Tunnell?2,

R2(config)# interface tunnel 12

R2(config-i1H)#

*Aug 16 09:38:47.532: %LINEPROTO-5-UPDOWN: Line
protocol on Interface Tunnell2,

changed state to down

R2(config-i1if)# no ip address

R2(config-if)# 1pv6 address 12::2/64
R2(config-if)# tunnel source loopback 102
R2(config-if)# tunnel destination 10.1.1.1
R2(config-i1H)#

*Aug 16 09:39:24.056:
protocol on Interface
changed state to up
R2(config-if)# tunnel—mede—ipveip
R2(config-if)# tunnel mode gre ! Nie je treba
R2(config-i1H)# exit

R2(config)# 1pv6 unicast-routing

R2(config)# interface tunnel 12
R2(config-i1f)# 1pv6 rip RIPOTU enable
R2(config-i1F)# interface fa0/0

R2(config-i1f)# 1pv6 rip RIPOTU enable
R2(config-i1H)#

%L INEPROTO-5-UPDOWN: Line
Tunnell2,




6to4 tunely (RFC 3056)

= 6to4 tunely mézu mat mnoho koncovych bodov
= na rozdiel od trvalych statickych tunelov) tunely

= |Pv6 prefixy jednotlivych IPv6 ostrovov oddelenych IPv4
internetom su navrhnuté tak, aby v sebe obsahovali priamo IPv4
adresu tunelujuceho routera, ktory je na okraji tohto ostrova
= |Pv6 adresy pri pouziti 6to4 tunelov vyuzivaju striktne prefix 2002::/16
= Dal$ich 32 bitov = IPv4 adresa smerovaca
= ktory je na vstupe/vystupe nasho IPv6 ostrova a ktory realizuje tunelovanie
= VVysledny 48-bitovy prefix je prefix spolocny pre cely IPv6 ostrov.
= Zostava 16 bitov pre Subnet ID a 64 bitov pre Interface ID
= Rovnako ako v beznych Global Unicast adresach
= Tunel destination nie je treba
= Tunely su vytvarané automaticky edge smerovacmi



6to4 tunely (RFC 3056)

= Priklad:

= Router na vstupe do nasho IPv6 ostrovCeka ma verejnu IPv4 adresu
192.168.30.1

= Hexadecimalny prepis tejto adresy je COA8:1E01

= VVSetky IPv6 zariadenia v nasom ostrovCeku maju teda IPv6 prefix
2002:C0OA8:1E01::/48

= Routery na susednych IPv6 lokalitach musia mat” akurat vhodne
nastavené smerovanie, aby pre pristup do IPv6 sieti s prefixom
2002::/16 pouzivali 6to4 tunel

= Tu je aj nevyhoda:

= Podporované su statické cesty a BGP, lebo IGP pouzivaju ako next hop link
-local adresu

= Postup konfiguracie:
= Vytvorit rozhranie pre tunel
= Nastavit rezim tunela: tunnel mode 1pv6ip 6tod
= Vytvorit’ primerany adresovy plan a nastavit IPv6 adresy na rozhraniach

= Nastavit vhodnu IPv6 adresu na tuneli, alebo si ju vypoziCat cez prikaz
unnumbered

= Nastavit IPvb6 smerovanie cez tunel



6to4 tunely (RFC 3056)

6-to-4 6-to-4
/ : B' -, Router flP 4" . Router flP B. —_
v \'} ~ v
Network Network Network
- / [f\, A~ N\ ::v\. P
192.168.99.1 192.168.30.1
Network Prefix: Network Prefix:
2002:c033:5W Wasnem::ms

= 6to4:

= Na tuneloch nie je potrebné definovat endpoint (druhy koniec)
= Kazdy IPv6 ostrov ma jednoznacny globalne platny prefix
= Ked A prijme paket do siete 2002:c0a8:1e01::/48, urCi ze paket
musi ist do tunela
= Smerovac extrahuje z IPv6 adresy IPv4 adresu konca tunela
= Zabali IPv6 paket do IPv4 paketu, kde cielova IP je IPv4 adresa B
= PoSle paket do tunela

= Smerovac B vykona deenkapsulaciu



Priklad konfiguréacie: 6to4 tunel

Lo103: 13:0:0:1::1/64 Lo101:172.16.101.1

‘Automatic 6to4 Tunnel

L0102:172.16.102.1 L0104: 24:0:0:1::1/64

2002:AC10:6501::/128

2002.AC10:6601"/1280

13: 1/6ﬂ l

\l 13::3/64

\
\l/ ( 24::2/64 24::4/64

172.16.12 2/24 Fa0/0 FaO/O

Fa0/0 @ 172.16.12.1/24

S0/1/0
IPv4 RIP

|@| Fa0/0

Z "So',l,ohy hzﬁ
J U

R1(config)# interface tunnel 12
R1(config-i1H)#

R1(config-if)# no ip address
R1(config-if)# ipv6 address
2002:AC10:6501::/128

R1(config-if)# tunnel source loopback 101
R1(config-i1if)# tunnel mode ipv6ip 6to4
R1(config-i1H)#

R1(config-i1f)# exit

R1(config)# 1pv6 unicast-routing
R1(config)# ipv6 route 2002::/16 tunnel 12
R1(config)# 1pv6 route 24::/48 2002:AC10:6601::

R1(config)# \\

R2(config)# interface tunnel 12
R2(config-i1H)#

R2(config-if)# no ip address
R2(config-if)# ipv6 address
2002:AC10:6601::/128

R2(config-if)# tunnel source loopback 102
R2(config-i1if)# tunnel mode ipv6ip 6to4
R2(config-i1H)#

R2(config-i1fH)# exit

R1(config)# 1pv6 unicast-routing
R2(config)# ipv6 route 2002::/16 tunnel 12
R2(config)# 1pv6 route 13::/48 2002:AC10:6501::

\

\

Next hop oboch smerovacov je IPv6
adresa protajSieho konca tunela

Musi byt uvedené takto, aby vedel
spravit tunnel na cielovu IPv4




6to4 Relay — prestup do IPv6 sveta

= Systém 6to4 umoznuje spojenie s IPv6 ostrovom cez
medzilahlu IPv4 siet
= Da sa teda aj pouzit na pristup do IPv6 sveta

= StaCi vhodna brana, ktora akceptuje 6to4 tunely
= Na tuto branu budeme smerovat vsetko, Co p6jde do IPv6

= RFC 3068 stanovuje, ze provideri podla svojho rozhodnutia
moOzu takuto branu vytvorit
= Tato brana musi mat adresu 192.88.99.1

= Smerovace na pristup do IPv6 internetu pouziju staticky smer

1Ipv6 route 2000::/3 2002:c058:6301::



ISATAP tunely

= |ISATAP glntra-Site Automatic Tunnel Addressing Protocol) tunely
(RFC 5214) st obdobou 6to4 tunelov

= Cielom ISATAP je pripojenie IPv6 hostov cez IPv4 siet na najblizsi IPv6
smerovac

= Primarne urCené na zabezpecenie vnutrofiremnej (intra-site)
komunikéacie

= Takisto vyuzivaju mapovanie medzi IPv4 a IPv6 adresou
= Tvar ISATAP IPv6 adries:
= Prvych 64 bitov: link-local alebo global unicast prefix
= DalSich 32 bitov: 0000:5EFE (konstanta)
= ZvysSnych 32 bitov: IPv4 adresa stanice
= DiZka prefixu: 64 bitov
= Novinka: Vyuzitie pomocnych mechanizmov (DHCP, DNS, manualna
konfiguracia) pre lokalizaciu smerovacov schopnych zabezpecCit
smerovanie medzi réznymi IPv6 sietami
= ISATAP nepodporuje multicast

= Problém s RIPng a OSPFv3



Priklad konfiguréacie: ISATAP

L0103: 103::1/64 L0101: 172.16.101.1 L0102:172.16.102.1 L0104: 104::1/64

| ‘Automatic ISATAP Tunnel |
12:12::5EFE:AC10:6601
i, 13: 1/6ﬂ l (12:12:5EFE AC10:6501 0 ( 24:2/64  24:4/64 l
@ 200 Fa0/0 @ 172.16.12.1/24 172.16.12.2/24 @il Fa0/0 Fa0/0 @il
- Z hiﬂ S
S0/1/0

S0/1/0
IPv4 RIP /J L\

13::3/64

R1(config)# interface tunnel 12 R2(config)# interface tunnel 12
R1(config-i1H)# R2(config-i1H)#

R1(config-if)# no ip address R2(config-if)# no ip address

R1l(config-if)# ipv6 address 12:12::/64 eui-64 R2(config-if)# ipv6 address 12:12::/64 eui-64
R1(config-if)# tunnel source loopback 101 R2(config-if)# tunnel source loopback 102
R1(config-i1if)# tunnel mode i1pv6ip isatap R2(config-i1f)# tunnel mode ipv6ip isatap
Rli(config-if)# exit R2(config-i1fF)# exit

R1(config)# 1pv6 route 24::/48 tunnell2 R2(config)# 1pv6 route 13::/48 tunnell2

FE80: :5EFE:AC10:6601 FE80: :5EFE:AC10:6501

R1(config)# R2(config)#




Preklad s NAT-

PT




Preklad protokolov: NAT-PT

' NAT-PT 7
IhPJ:ge All: IP“B’B |PV4 Nnde D:
-only
2001:db8-ffff:1::1 Network I Network 192.0.30.1
[ - : r
l- ‘
SrcAddr DestAddr S——— SrcAddr DestArrr
2001:db8:ffff:1::1 2001:db8:ffff:ffff::a| NAT-PT translation 192.0.2.2 192.0.30.1

= NAT-Protocol Translation (NAT-PT) je prekladovy mechanizmus na
rozhrani medzi IPv6 a IPv4 sietou

= Jeho ulohou je prekladat IPv6 pakety na IPv4 a naopak

= Tento pristup je vhodny pre umoznenie spoluprace medzi uzlami,
z ktorych jeden je IPv4-only a druhy IPv6-only

= Nie je vhodny do prostredia prepojenia dvoch IPv6 sieti



Preklad protokolov: NAT-PT

- NAT-PT 7
Node A: |PvB’B IPv4 Node D:
zuu:?::,;?#:ztﬂ Network Network 192.0.30.1
[ Mt o £
- {192.0.2.1]
SrcAddr DestAddr S——— SrcAddr DestArrr
2001:db8:ffff:1::1 2001:db8:ffff:ffff::a| NAT-PT translation 192.0.2.2 192.0.30.1

= SmerovacC pomocou NAT-PT modifikuje zdrojovu i cielovu
adresu v oboch smeroch toku dat

= Z IPV4 siete do IPv6 siete
= 7 |IPv6 siete do IPv4 siete

= Smerovac musi preto vyuzivat dual stack a mat dve sady
prekladov pre obojsmerny preklad

= Komunikujuce stanice nemaju tuSenie Ze druha strana
pouziva inu protokolovu sadu



NAT-PT

= Pri NAT-PT vyuzivame 96-bitovy IPv6 sietovy prefix na
reprezentaciu celeho IPv4 sveta

= Tento prefix méze byt fubovolny dosiahnutelny prefix v nasej IPv6
sieti

= Akakolvek IPv4 stanica je reprezentovana z pohladu IPv6 sveta ako
adresa v tomto prefixe

= Tento prefix musi byt ohlasovany zo smerovaca, ktory robi NAT-PT
= Prevadzka pre tento ciel musi byt smerovana na NAT-PT

= Ked pride IPv6 paket na cielovu adresu v priestore tohto
prefixu, smerovac ho transformuje na IPv4 paket

= Zmeni obe adresy — zdroj i ciel

= Mapovanie medzi IPv4 a IPv6 adresami je mozné konfigurovat
staticky alebo dynamicky



Priklad cinnosti NAT-PT

Router R4 needs an

IPv4 address for the
IPv4-only world.
14:4
1
Src: 14::4
Dst: 1144::1
4
-
Sre: 1144::1
Dst: 14::4

LB L BN
[ ]
L]
L
L
L
-
e r—————
[

Router RZ needs an
IPv6 address for the
IPvB-only world.

172.16.123.2

2

Sre: 172.16.123.100
Dst: 172.16.123.2

3

Sre: 172.16.123.2
Dst: 172.16.123.100

» e s es |PV4-to-|PvE Mapping
= |P\/6-to-|Pvd Mapping




-
Konfiguracia statického NAT-PT

= Preklad zdrojovej IPv4 na zdrojovu IPv6 (paket iduci z IPv4 siete do IPv6 siete)
Router(config)#

Ipv6 nat v4v6 source i1pv4-address ipv6-address

= Preklad zdrojovej IPv6 na zdrojovu IPv4 (paket iduci z IPv6 siete do IPv4 siete)
Router(config)#

Ipv6 nat v6v4 source i1pv6-address ipv4-address

= Definovanie IPv6 prefixu reprezentujuceho IPv4 svet
= Priradi siet do smerovacej tabulky ako Directly connected (redistribute static)

Router(config)# alebo Router(config-i1H)#

Ipv6 nat prefix 1pve-prefix/96

= Zaradenie rozhrani do NAT-PT
Router(config-i1f)#
1Ipv6 nat

= Specifikacia Inside a outside rozhrania nie je treba



Overenie a diagnostika NAT-PT

Displays active NAT-PT translations.

show 1pv6 nat
translations

show 1pv6 nat
statistics

debug 1p 1CMp

debug 1pv6 nat

Each translation is displayed over two lines.

Displays NAT-PT statistics.

Displays ICMPvV6 events in real time.

Displays debug messages for NAT-PT translation
events



Priklad pre statické NAT-PT (1)

/

IPv4 Only

&—

"

172.16.123.0/24

\

1

S0/1/0

=

/

@ Lo103: 103::1/64
13::3/64

13:1/64 IPv6 RIP NAT-PT

14::1/64

S0/0/0 14::4/64 @
Lo104: 104::1/9

R1(config)# interface s0/0/0
R1(config-if)# ipv6 nat

%LINEPROTO-5-UPDOWN: Line protocol on Interface NVIO, changed state to up

R1(config-i1f)# interface s0/1/0
R1(config-if)# ipv6 nat
R1(config-i1fH)# exit

R1(configQ)#




Priklad pre statické NAT-PT (2)

/

IPv4 Only

3
N

172.16.123.0/24

\

A

S0/1/0

“E 14::1/64

/

@ Lo103: 103::1/64
13::3/64

13:1/64 IPv6 RIP NAT-PT

S0/0/0 14::4/64 @
Lo104: 104::1/9

R1(config)# ipv6 nat v6v4 source 14::4 172.16.123.100
R1(config)# ipv6 nat v4v6 source 172.16.123.2 1144::1

R1(config)#

R1(config)# ipv6 nat prefix 1144::/96
R1(config)#

"ipv6 nat vbv4 source 14::4 172.16.123.100
= definuje ako bude vyzerat ipv6 adresa routra R4 v IPv4 svete
= ipv6 nat v4v6 source 172.16.123.2 1144::1

= definuje ako bude vyzerat IPv4 adresa routra R2 v IPv6 svete




Priklad pre statické NAT-PT (3)

4 O

IPv4 Only

172.16.123.0/24
1

&S— 3

S0/1/0

/

\

@ Lo103: 103::1/64
13::3/64

13:1/64 IPv6 RIP NAT-PT

14::1/64

S0/0/0 14::4/64 @
Lo104: 104::1/9

R1# show 1pv6 route connected

<output omitted>

C 13::64 [0/0]
via FastEthernet0/0, directly connected
C 14::/64 [0/0]
via Seri1al0/0/0, directly connected
C 1144::/96 [0/0]
via NVIO, directly connected
R1#

R1# config t

R1(config)# ipv6 router rip NAT-PT
Ri(config-rtr)# redistribute connected metric 3
Ri(config-rtr)# exit

R1#

= NVI je NAT vitual interface, priamo pripojeny
= Musime redistribuovat (ohlasit) do IPv6 siete




Priklad pre statické NAT-PT (5)

/

%ﬁ% 14::1/64

"

IPv4 Only

\

172.16.123.0/24

S0/1/0

/

@ Lo103: 103::1/64
13::3/64

IPv6 RIP NAT-PT

13::1/64

S0/0/0 14::4/64 @
Lo104: 104::1/9

R4# show ipv6 route rip
<ouput omitted>

R 13::/64 [120/2]

via FE80::1, Serial 1/1.7

R  1144::/96 [120/4]

via FE80::1, Serial 1/1.7

R4#




Priklad pre statické NAT-PT (6)

IPv4 Only @ \
Lo103: 103::1/64
13::3/64

172.16.123.0/24

%ﬁ% 14::1/64

13:1/64 IPv6 RIP NAT-PT

S0/1/0 S0/0/0 14::4/64 @
\ / Lo104: 104::1/9
R4# ping 1144::1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1144::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 68/70/73 ms
R4#

R1# show ipv6 nat translations

Prot 1Pv4 source IPv6 source
IPv4 destination IPv6 destination
172.16.123.2 1144::1

icmp 172.16.123.100,7364 14:-:4, 7364
172.16.123.2, 7364 1144::1, 7364

— 172.16.123.100 14:-:4




Dynamické NAT-PT pre IPv6

= Pri dynamickych NAT-PT su adresy alokovane z dynamického
rozsahu

= Ako pri dynamickom IPv4 NAT
= Podobne aj syntax prikazov je ako pre IPv4 NAT

= Ked NAT-PT smerovac prijme paket s cielovou |IPv6 adresou,
ktora patri do NAT /96 prefix rozsahu (NAT-PT prefix)

= Prelozi IPv6 adresu za IPv4 adresu z preddefinovaného pool-u



Konfiguracia dynamickych NAT-PT
-zZv6 do v4

= Konfiguruj IPv4 rozsah na ktory sa budu prekladat IPv6 adresy
Router(config)#

Ipv6 nat vév4 pool NAME START-1PV4 END-1PV4
prefix-length PREFIX-LENGTH

Ri(config)# 1pv6 nat v6v4 pool POOL-12 172.16.12.100 172.16.12.101 prefix-length 24
Ri(config)# 1pv6 nat v6v4 pool POOL-123 172.16.123.100 172.16.123.101 prefix-length 24
Ri(config)#




Konfiguracia dynamickych NAT-PT
-zv6do v4

= Vytvor IPv6 ACL a spoj ho s rozsahom

= |[Pv6 ACL definuje zoznam rozsahov, ktoré maju povolené NAT
Router(config)#

1Ipv6 nat vev4 source {list {access-list-number | name}
pool name}

R1(config)# i1pv6 access-list LOOPBACK

Ri(config-ipv6-acl)# permit ipv6 104::/64 any
Ri(config-ipv6-acl)# permit ipv6 103::/64 any
Ri(config-ipv6-acl)# exit

R1(config)# i1pv6 access-list PHYSICAL

Ri(config-ipv6-acl)# permit ipv6 13::/64 any
Ri(config-ipv6-acl)# permit ipv6 14::/64 any
Ri(config-ipv6-acl)# exit

Ri(config)#

Ri(config)# i1pv6 nat v6v4 source list LOOPBACK pool POOL-12
Ri(config)# ipv6 nat v6v4 source list PHYSICAL pool POOL-123
Ri(config)#




Konfiguracia dynamickych NAT-PT
-zv4 do v6

= Definuj pool IPv6 adries na ktoré sa budu prekladat
zdrojove IPv4 adresy

Router(config)#

Ipv6 nat v4ve pool name start-i1pv6 end-i1pv6 prefix-
length prefix-length

R1(config)# ipv6 nat v4v6 pool POOL-1144 1144::1 1144::2 prefix-length 96
R1(config)#




Konfiguracia dynamickych NAT-PT
-zv4 do v6
= Zadefinu] NAT-PT prefix

= Vytvor IPv4 ACL a spoj ho s rozsahom
= |[Pv4 ACL definuje zoznam povolenych IPv4 adries

Router(config)#

1Ipv6 nat v4v6 source {list {access-list-number | name}
pool name}

R1i(config)# 1pv6 nat prefix 1144::/96

R1(config)# i1p access-list standard I1PV4
R1(config-std-nacl)# permit 172.16.123.0 0.0.0.255
R1(config-std-nacl)# permit 172.16.12.0 0.0.0.255
R1(config-std-nacl)# exit

R1(config)#

R1(config)# ipv6 nat v4v6 source list 1PV4 pool POOL-1144
R1(config)#




Porovnanie IPv4 a IPv6 (1)

IPv4

IPv6

Zdrojova a cielova adresa maju velkost 32
bitov

Zdrojova a cielova adresa maju velkost’ 128
bitov

Podpora IPsec je volitelna

Podpora IPsec je vyzadovana Standardom

Ziadna identifikacia tokov paketov pouzivana
smerovaCmi na zabepecenie QoS nie je
v hlaviCke IPv4 pritomna

|dentifikacia tokov paketov pouzivana
smerovacmi na zabepecenie QoS je v hlavicke
IPv6 pritomna v poli Flow Label

Fragmentacia je zabezpeCovana smerovacmi
aj vysielajucimi stanicami

Fragmentacia je zabezpecCovana vyhradne
vysielajucimi stanicami. Smerovace
fragmentaciu nezabezpecuju

Hlavicka obsahuje kontrolnd sumu na kontrolu
integrity paketu

HlaviCka kontrolnu sumu na kontrolu integrity
paketu neobsahuje

Hlavi€ka obsahuje volitelné polia (options)

VSetky volitelné polia su presunuté do IPv6
rozSirujucich hlaviCiek, ktoré nie su sucastou
zakladnej hlavicky

Na rozpoznanie adresy linkovej vrstvy (MAC
adresy) mapovanej na IPv4 adresu sa pouziva
ARP (Address Resolution Protocol) ako
broadcast

ARP funkcie na seba prebera ICMPV6 a
vyuziva multicast




Porovnanie IPv4 a IPv6 (2)

IPv4

IPv6

Na spravu Clenstva skupin lokalnych sieti sa
pouziva protokol IGMP (Internet Group
Management Protocol)

Protokol IGMP je nahradeny spravami
Multicast Listener Discovery (MLD)

Na urCenie najlepSej predvolenej brany
(default gateway) sa pouziva obvykle DHCP

Vyuzivaju sa ICMPvV6 Router Solicitation a
Router Advertisement spravy. Implementacia
tychto sprav je povinne vyzadovana
Specifikaciou

Na adresovanie vSetkych uzlov na urcitej sieti
sa pouzivaju broadcast adresy

V IPv6 neexistuju broadcast adresy. Namiesto
toho existuje tzv. link-local scope all-nodes
multicast adresa, ktorou mézu byt adresované
vSetky uzly jednej podsiete naraz

Konfiguracia prebieha manualne alebo
pouzitim DHCP

Nepotrebuje ani manualnu konfiguraciu, ani
DHCP. Protokol obsahuje autokonfiguraciu

Musi podporovat minimalne 576 bajtovy paket
(s moznostou fragmentacie).

Musi podporovat minimalne 1280 bajtovy
paket (bez fragmentacie).
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